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INTRODUCTION

To demonstrate that electronic records are trustworthy and reliable, audit 

trails are a necessary component for software used to manage electronic 

records supporting regulated data. These audit trails should be reviewed as 

part of the quality assurance program. In order to facilitate audit trail 

review, Quality Assurance should ensure effective validation, training, 

SOPs, and review procedures are in place.

METHODS

Validation/Software Assurance

• Confirm that the audit trail captures changes, includes a field 

to provide reasons for changes by the user, cannot be deleted, 

altered, or turned off, and can be accessed and reviewed. 

• If the package provided does not include audit trail testing, write an 

addendum to test the capabilities described above.

• If the audit trail does not include the necessary components to assure 

full 21 CFR Part 11 compliance, develop mitigation procedures as part of 

validation/software assurance.

User Training

• Train reviewers for consistent review of the same components and how to delve deeper when necessary. 

• Alert reviewers to all audit trail levels that are present in the software.

• Develop a strategy for which audit trails to review and how often.

• Confirm scientific staff are trained on the components of the audit trail and to record the “why” of activity as part of their signoff.
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Study-Specific
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KEY REVIEW TIPS

• Use filtering to search for specific users, specific activities or both. If 

filtering within the system isn’t possible, see if an export can be 

generated and filtered.

• Know your SOPs: these items should be described procedurally and 

enforced when possible by configuration.

▪ Who should have access?

▪ What access should be available to users?

▪ Which activities require additional review/approval?

▪ Are changes documented in a way that allows for full 

reconstruction of study activities?

CONCLUSION

Audit trails should ultimately provide a clear reconstruction of 

events in order to meet regulatory expectations. Quality Assurance 

can assist in meeting compliance goals by:

• Encouraging a robust setup for software programs.

• Developing a solid understanding of the mechanics of the software 

components and capabilities.

• Maintaining knowledge of procedural and configuration limits 

for user activity.

• Confirming as part of review that users are complementing the 

“what” of the audit trail with the “why” of user rationale for a complete 

and clear accounting of events within any software application. 
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